Oct-01-07 02 :15pm From-BST4Z 



310 820 5988 



T-619 P. 016/042 F-673 



Attorney's Docket No.: 42P15739 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



RECEIVED 

CENTRAL FAX CENTER 

OCT 0 1 2007 



lh re Application for: 



Francis X. McKeen 



Examiner: Meonske, Tonia L. 



Application No,; 1 0/644,399 



An Group: 2181 



Filed: August 19,2003 



Conf. No.: 7924 



For: METHOD AND APPRATUS TO 

PROVIDE PROTECTION FROM A 
BUFFER OVERFLOW ATTACK 



DECLARATION PURSUANT TO 37 CF.R. 81.131 



Mail Stop Amendment 
Commissioner for Patents 
P. 0. 1450 

Alexandria, VA 22313-1450 
Dear Sir: 

I, Francis X, McKeen, hereby declare that: 

1 . I am a citizen of the United States of America. 

2. I currently reside at 10612 NW LeMans Ct Portland, OR 97229. 

3. I am currently an employee of Intel Corporation in Santa Clara, California. 

4. I have been an employee of Intel Corporation since Oct 30, 1995. 
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5. 



My current title at Intel Corporation is Hardware Engineer. 

I am the sole-inventor of the above-identified patent application. 



6. 



Oct-01-07 02:15pm Frora-BSTAZ 310 820 5988 T-618 P. 01 7/042 F-673 

7. I have reviewed U.S. Patent 6,996,677 issued to Lee et al. ("Lee"), which was 
filed on February 20, 2003. Lee claims priority from provisional patent application No. 
60/429,839 filed on November 25, 2002. The Examiner cites Lee against the claims of the 
above-identified application. 

8. The invention disclosed and claimed in the above-identified patent application 
was conceived in the United States of America at least as early as October 1 8, 2002, as evidenced 
by Intel Corporation Invention Disclosing Form (IDF) having ID #28002 (a copy of which is 
attached herein). This document was reduced to writing internally within Intel Corporation at 
least as early a$ the date on the document; i.e., October 18, 2002. The foils referenced by the IDF 
is a presentation entitled "LT Stack Protection/' (a copy of which is attached herein). This 
document demonstrates conception of the claimed invention of the instant application. Although 
Revision 0.1 of the LT Stack Protection document indicates an August 28, 2007 date, as 
indicated in the attached screen print, the document was first created on March 9, 2001. 
Revision 1 of the LT Stack protection document was completed at least as early as the date oil the 
date on fee IDF document; i.e., October 18, 2002. Between at least October 2002 and its 
constructive reduction to practice by the filing of the above-captioned patent application on 
August 19, 2003, 1 directed various meetings with Intel's software and hardware design teams in 
a diligent effort to reduce the invention to practice. In addition, as a result of the meeting, I 
revised the LT Stack Protection document to provide Revision 0.2 of the LT Stack Protection 
document (a copy of which is attached herein). Revision 0.2 of the LT Stack Protection 
document was reduced to writing internally within Intel Corporation at least as early as the date 
on the document; i.e., July 2, 2003. Revision 0.2 of the LT Stack Protection document provides 
evidence of diligence between February 2003 and the constructive reduction to practice of the 
claimed invention of the instant application by the filing of the above captioned patent 
application on August 19, 2003. Therefore, the conception and diligence towards reduction to 
practice of the invention disclosed and claimed in the above-identified patent application 
occurred prior to the filing date of Lee. 

42P 1 5739 2 Appl'u No. 10/644.399 
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9. The documents provided herewith are confidential. It is Intel Corporation's 
practice to maintain in secrecy all confidential documents. I believe that the documents have at 
all times prior to the filing date of the above-captioned application been maintained in a 
confidential manner. 



I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code, and that such willful false statements may jeopardize the validity of the above-identified 
application or any patent issued thereon. 



Respectfully submitted, 





Francis X. McKeen 



Full Name: 



Francis X. McKeen 

Citizenship: United States of America 
Residence: 10612 NW LeMans Cl 



Portland, OR 97229 



42PJ5739 



3 



Appl'n No. 10/644,399 
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DATE: October 1 B. 2002 



310 820 5988 

^ I tL JNVbNTION DISCLOSUwi 

ATTORNEY-CLIENT PRIVILEGED COMMUNICATION 
tocatedat http://legaLlnteLcom/patent/lndex-htm 



T-619 P. 01 9/042 F-673 



28002 



MOBILE PLA TFORMS/MPG/MPA 



It is important to provide accurate and detailed information on this form. The information will be used to evaluate 
SS^ilST P0SSi . b .'? fNin9 35 3 Pat6nt a PP' ,ca,ion - 'mention Disclosure forms MUST SIS 
2SSSSSi IB 5 V< ? Ur m *W*"P*»>i'°< who should then forward with their appToval to our 
email account "Invention disclosure submission." If you have any questions, please call 8-264-0444 



Jntel Phone Number: 



Last Name: McKeen 



E-maft address: frank.mckeen© fntel.com 



First Name: Francis (Frank) 
Jntel Fax Number: 



Citizenship: USA 



Home Address: 10612 NW LeMans Cr. 



City: Portland 



Corporate Level Group: MPG 




I Are vou a contractor? | Yes: 



Supervisor Krishnan Ravichandran 



State: OR 



Divlslon:MPA 



I Zip: 97229 



WWID: 10048707 I M/S:RNBfi-fi9 



Country: USA 



Subdivision: CASA 



Phone #: 765-530ft 



Last Name: 



Intel Phone Number 



E-mail address: 
Citizenship: 



Home Address: 




(PROVIDE SAME INFORMATION AS ABOVE FOR EACH ADDITIONAL INVENTOR) 



2. Title of invention: A mechanism to protect from Stack Smashing Attacks' 



on LT 



3 - ^ tec "" 0 '^P^"ct/process (code name) does you r ,nvent,on relate to (be sp.cl.lc ,1 you can) La Grande Technology 



5 ' Sta9 ° 01 ""^P™" 1 » ^piote, si mulates done, tisl chips If any. etc.): Conceptual 



6a " Has a Cescripilon of your invention been (or planned to be) published outside of Intel: No. ~ 

If YES. was the manuscript submitted for pre-publication approval through the Author Incentive Prooram: 
If YES. ptease identify the publication and the date published: 
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■ _ -• 

~~ _ !> , ^ \ 

6b. Has your invention been used/s<5rd or planned to be used/sold by Intel or others? Na " 

If YES, date it was sold or will be sold: 



6a Dom this Invention relate to technology that is or will bo covered by a SiG (special i nterest groupVstandard or specification? 



No. 

If YES, name of SIQ/standard/speci/lcation: 



%MSiST20QA & emb0Q,ea ,n a semiconductor device, actual or anticipated date of tapeout?" 



6e. If the invention is software, actual or anticipated date of any beta tests outside Intel: Soon 



7 ' y/in nfrfn^S ff" 08 '"?* °f °°™ructed I" Collaboration with anyon e other than an Intel blue badge emplov^ 



*' iSSS^ retatflCJ t0 ^ ' nVentton disC ' 0SUfe that ^ have recent| y «"bmit«ed? If so, please 



give the title and 




•MinimMMM*ttiiniHM*«iin 



*♦*»» 



PLEASE READ AND FOLLOW THE DIRECTIONS ON 
NOW TO WRITE A DESCRIPTION OP YOUR INVENTION 

Try to limit your description to 2-3 pages 
Do NOT attach a presentation, white paper, or specification 

ANSWER ALL OF THE QUESTIONS BELOW 
Please provide a description of the invention and Include the following Information: 

^^MtoiZ^X ISST" °' d " ,nVent '° n m «* how *° ,nva " t|0 " ^rks. 
2. Describe advantage(s) of your Invention over what Is eurrentiy being done. 

SSESSm??" "? def8n , S S a9a ' nSt buffcr ov °rflows and stack smashing attacks. A 
S2^!2iX por f2 n °" L T, vers,on of dual 8tacks nas ooo" written up In an academic 
EK^3f?2^ SUpP ° rt 1°' Defend, "8 A 9alnst Buffer Overflow AttackV*?, 

^SSSni^&^X^^ Re " able ""'versftj of Illinois, 

nIzTt» JSL P r oposal ,s . not the ,,ret «o propose dual stacks. In this proposal there is no 
need to change legacy software to support the proposal mere is no 

StwIK the ,nv *ntlon. If the Invention relates to 

See the follset ,OWchart or P 8eud o-code representation of the algorithm. 

4. Value of your Invention to Intel (how will It be used?). 

Allows Intel computers to stop spread of virus' 

5 ' dS P i a ent h ° W y0Ur ,nVe " t,0n ,S nOVe '' " the te chno,ogy itself , s not new, expiain what makes it 

protect the'LHS codeUeX* " ^ "* by US ° °' ,he LT ^ nlt ° r - » ■««» " to 

6. Identify the closest or most pertinent prior art that you are aware of. 

See paper reference above. 
7- Who Is likely to want to use this invention or infrlnae the D at An » tt 

infringement be detected? AMD, Microsoft nT " n9e tne patent If one ,s °btalned and how would 

HAVE ^WraORUM AND FORWARD IT ELECTRONICALLY 
VIA E-MAIL TO INVENTION DISCLOSURE SUBMISSION" 



DATE: 



_ SUPERVISOR: 
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BY APPROVING [W^O J AgJNOWLEDGB THAT I HAVE READ AND UNDERSTAND THIS 

DISCLOSURE, AND RECOMMEND THAT THE HONORARIUM BE PAID 



RJchEditWindow 
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